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In this paper, we ﬁrst show the number of x’s such that x2+u, u ∈ F ∗p , becomes a
quadratic residue in Fp, and then this number is proven to be equal to (p+1)/2 if
−u is a quadratic residue in Fp, which is a necessary fact for the following. With re-
spect to the irreducible cubic polynomials over Fp in the form of x3+ax+b, we give
a classiﬁcation based on the trace of an element in Fp3 and based on whether or not
the coeﬃcient of x, i.e. the parameter a, is a quadratic residue in Fp. According
to this classiﬁcation, we can know the minimal set of the irreducible cubic polyno-
mials, from which all the irreducible cubic polynomials can be generated by using
the following two variable transformations: x= x + i, x= j−1x, i, j ∈ Fp, j = 0.
Based on the classiﬁcation and that necessary fact, we show the number of the
irreducible cubic polynomials in the form of x3+ax+b, b ∈ Fp, where a is a certain
ﬁxed element in Fp.
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1 Introduction
In the modern network-connected society, information
security technologies have played a key role in protect-
ing the various devices or the top secret information
from the unauthorized invasion and the evil Internet
users. As security technologies, both the Rivest Shamir
Adleman (RSA) cryptosystem and the elliptic curve
cryptosystem (ECC) can provide a secure environment,
where communication can be conducted without fear.
However, the ECC oﬀers the equivalent security with
7-fold smaller length key, compared to the RSA cryp-
tosystem. In the other words, ECC provides a more
secure environment for the same key sizes. On the
other hand, two decades of research led to a number
of fascinating attacks on the RSA cryptosystem, which
also make it unsafe. Therefore, the ECC has received
much attention and has been implemented on various
processors[1],[2].
In the previous works[3],[4], the authors have carried
out the studies on a elliptic curve deﬁned by
E(x, y) = x3 + ax + b− y2 = 0. (1)
The security of ECC relies upon the diﬃculty of an el-
liptic curve discrete logarithm problem[5]. Since there
were many attacks that make the elliptic curve discrete
logarithm problem easier to be resolved, in practice,
the order of the curve should have a 160 bits prime
factor at least for the suﬃcient security[6]. It is said
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that a prime order elliptic curve is suitable for con-
structing an ECC from the viewpoints of security and
implementation[7]. So, researching how to fast gener-
ate the prime order elliptic curves is very important.
In general, the order of an elliptic curve is calculated
for an arbitrary parameter pair a, b shown in Eq.(1),
which means that the prime order elliptic curves must
be searched in a so large range. Thus it will take a
lot of time to generate the prime order elliptic curves
by the current algorithms[3],[7],[8]. Since E(x, 0), i.e.
x3+ax+b, is an irreducible cubic polynomial when the
order of the elliptic curve is a prime number[5], it might
be possible to consider only those parameter pairs a, b
of the irreducible polynomials. In the other words, the
prime order elliptic curves can be searched in a much
smaller range, which makes it possible to fast generate
the prime order elliptic curves. If we know the classi-
ﬁcation of the irreducible cubic polynomials, then we
can generate all the others through one irreducible cu-
bic polynomial. However, as far as the authors know,
no special methods for classifying the irreducible cubic
polynomials have been published. This is a big motiva-
tion to investigate the classiﬁcation of the irreducible
cubic polynomials in the present study.
Although a prime order elliptic curve is necessary to
construct an ECC, we need not to know all kinds of the
prime order elliptic curves. In order to reduce the com-
putations in the algorithm, we thus ﬁx the coeﬃcient
of x in Eq.(1), i.e. a, in the present study.
In this paper, we ﬁrst show the number of x’s such
that x2+u, u ∈ F ∗p , becomes a quadratic residue in Fp,
and then this number is proven to be equal to (p+1)/2
if −u is a quadratic residue in Fp. We need this fact
in the following. Then with respect to the irreducible
cubic polynomials over Fp in the form of x3+ax+b, we
give a classiﬁcation based on the trace of an element in
Fp3 and based on whether or not the coeﬃcient of x,
i.e. the parameter a, is a quadratic residue in Fp. Ac-
cording to this classiﬁcation, we can know the minimal
set of the irreducible cubic polynomials, from which all
the irreducible cubic polynomials can be generated by
using the following two variable transformations:
x = x + i, x = j−1x, i ∈ Fp, j ∈ F ∗p . (2)
To be more detailed, in the case of 3 | (p−1), by using
the above two transformations, all the irreducible cubic
polynomials can be classiﬁed by the form of
x3 + aqx + b, x3 + aq¯x + b, b ∈ Fp, (3)
where aq and aq¯ are a non-zero quadratic residue and
non residue in Fp, respectively. On the other hand, in
the case of 3 | (p− 1), two irreducible cubic binomials
x3 + bT¯ and x3 + b2T¯ are additionally required, where
bT¯ is a cubic non residue in Fp. For elliptic curves, the
former and latter variable transformations of Eq.(2)
correspond to the isomorphic transformation and the
twist operation, respectively[5]. Based on the classi-
ﬁcation and that necessary fact, we show the num-
ber of the irreducible cubic polynomials in the form of
x3 + ax + b, b ∈ Fp, where a is a certain ﬁxed element
in Fp.
Throughout this paper, X | Y and X | Y mean that
Y is divisible by X and Y is not divisible by X , re-
spectively. Fp and Fp3 mean a prime ﬁeld and its third
extension ﬁeld, respectively, where the characteristic p
is a prime number greater than 3. F ∗p and F
∗
p3 mean
the multiplicative groups of Fp and Fp3 , respectively.
Without any additional explanation, the polynomials
are all the cubic monic polynomials.
2 Fundamentals
In this section, we ﬁrst review the deﬁnition of
quadratic residue and trace of an element in a extension
ﬁeld, and then show the relation between an irreducible
cubic polynomial and an ECC.
2.1 Quadratic residue and non residue
In a ﬁnite ﬁeld Fpm , where p is an odd prime number,
we can use Euler’s criterion to test whether or not an
arbitrary element A is a quadratic residue
A(p
m−1)/2 =
{
0 or 1 quadratic residue
−1 quadratic non residue
. (4)
In the following, quadratic residue and quadratic non-
residue are abbreviated as QR and QNR, respectively.
If A is a QR, then A has its square roots in Fpm , oth-
erwise, A does not have them in Fpm . In the following,
we will use the fact that AB is a QR in Fpm if and only
if both A and B are QRs or QNRs in Fpm , where B is
an arbitrary element in Fpm .
2.2 Trace of an element in a finite field
For A ∈ Fpm , the trace TA is deﬁned by
TA = A + Ap + · · ·+ Apm−1 , (5)
where TA is always an element in Fp, which is inde-
pendent of the value of A ∈ Fpm . Since the present
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study only consider the irreducible cubic polynomials
over Fp, we deﬁne the function Tr(x) as
Tr(x) = x + xp + xp
2
, (6)
and it follows that Tr(A) is the trace of A ∈ Fp3 with
respect to Fp. Based on Eq.(6), the following relation
holds for ∀ a, b ∈ Fp:
Tr(ax + b) = aTr(x) + bTr(1), (7)
it follows that Tr(x) is a linear function over Fp. If ω is
the zero of an irreducible cubic monic polynomial f(x),
then −Tr(ω) is simply the coeﬃcient of the quadratic
term of f(x)[9]. In the following, without any expla-
nations, the trace of irreducible polynomial means the
trace of zeros of the irreducible polynomial, and the
terminology trace is deﬁned by Eq.(6).
2.3 The elliptic curve cryptosystem
In general, an elliptic curve used for the cryptosystem
is given by
E(x, y) = x3 + Ax + B − y2, A,B ∈ F, (8)
where F is a certain ﬁnite ﬁeld and the characteristic
of F is a prime number greater than 3. If E(x, y) is a
prime order elliptic curve, then E(x, 0), i.e. x3+Ax+B
is an irreducible cubic polynomial. On the hand, if
E(x, 0) is an irreducible cubic polynomial, then E(x, y)
might be a prime order elliptic curve.
3 The number of x’s such that
x2 + u, u ∈ F ∗p becomes a
quadratic residue in Fp
In this section, we mainly consider the number of QRs
in Su, denoted by Nu, and the number of QNRs in Su,
denoted by Nu, which is a mathematical preparation
for the following section, where Su is deﬁned by
su(x) = x2 + u, u ∈ F ∗p , (9a)
Su = {su(0), su(1), · · · , su(p− 1)}. (9b)
From Eq.(9b), we have Nu + Nu = |Su| = p, which
implies
Nu = p−Nu. (10)
For example, when p = 7 and u = 3, as shown in Table
1, we have
S3 = {3, 4, 0, 5, 5, 0, 4}, N3 = 4, N3 = 3. (11)
Table 1: s3(x) = x2 + 3 over F7
x x2 s3(x) QR/QNR of s3(x)
0 0 3 ×
1 1 4 ©
2 4 0 ©
3 2 5 ×
4 2 5 ×
5 4 0 ©
6 1 4 ©
Notations : ©· · ·QR, × · · ·QNR.
Because of Eq.(10), we only need to consider Nu in
what follows.
In fact, the value of Nu can be expressed as shown
in Table 2. From Table 2, we can see that the value of
Nu depends on whether or not 4 | (p− 1) and whether
or not u is a QR.
Table 2: The value of Nu, u ∈ F ∗p
4 | (p− 1) 4 | (p− 1)
when u is a QR
p + 1
2
p− 1
2
when u is a QNR
p− 1
2
p + 1
2
In order to prove Table 2, ﬁrst, assume s′u(x) =
su(lx) for l ∈ F ∗p , and then we have
s′u(x) = l
2x2 + u, (10a)
S′u = {s′u(0), s′u(1), · · · , s′u(p− 1)}. (10b)
If the two sets consist of the same elements, then the
two sets are regarded as the same set, for example,
if SA = {1, 1, 2, 2, 3, 3, 4} and SB = {1, 3, 2, 4, 1, 2, 3},
then we have SA = SB. In this case, from Eq.(9b) and
(10b), we can easily know that Su = S′u.
Next, we consider sl−2u(x) and Sl−2u, which are
given by
sl−2u(x) = l−2s′u(x) = x
2 + l−2u, (11a)
Sl−2u = {sl−2u(0), sl−2u(1), · · · , sl−2u(p− 1)}
= {l−2s′u(0), l−2s′u(1), · · · , l−2s′u(p− 1)}.
(11b)
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Since l−2 is a QR, the element l−2s′u(i)(i=0, 1, · · · , p−1)
is a QR if and only if s′u(i) (i=0, 1, · · · , p−1) is a QR(∗).
From (∗) and Su = S′u, we can know
Nl−2u = Nu, (12)
where Nl−2u denotes the number of QRs in Sl−2u.
Therefore, the value of Nu, ∀u ∈ F ∗p , depends on
whether or not u is a QR in Fp. In what follows, when
u is a QR, Nu is denoted by NQ; when u is a QNR, Nu
is denoted by NQ.
Finally, we consider the set S that is given by
S = {S0, S1, · · · , Sp−1}, |S| = p2, (13a)
where S0 is given by
s0(x) = x2 + 0, S0 = {s0(0), s0(1), · · · , s0(p− 1)},
(13b)
and |S| denotes the total number of the elements in the
subsets S0, S1, · · ·, and Sp−1. To be more detailed, the
above deﬁned S can be rewritten as
S = {02+0, 12+0, · · · , (p− 1)2+0,
02+1, 12+1, · · · , (p− 1)2+1,
02+2, 12+2, · · · , (p− 1)2+2,
...
02+(p−1), 12+(p−1), · · · , (p−1)2+(p−1)}.
(13c)
From Eq.(13c), we can ﬁnd that the numbers of 0’s, 1’s,
· · ·, and p−1’s in S are equal to each other. Therefore,
the number of QRs in S can be gotten by
p +
(p− 1)NQ
2
+
(p− 1)NQ
2
=
p(p + 1)
2
, (14)
where the ﬁrst term of the left hand is the number of
QRs in S0, the second term is that of QRs in Su ′s
when u is a non-zero QR, and the third term is that of
QRs in Su ′s when u is a QNR.
In the above, we have deduced a relation between
NQ and NQ as shown in Eq.(14). In the following
Sec.3.1 and Sec.3.2, under the condition of 4 | (p− 1)
or 4 | (p− 1), we are about to deduce another relation
between NQ and NQ, and then, from this relation and
Eq.(14), we can get the results shown in Table 2.
3.1 In the case of 4 | (p− 1)
For p = 7, Table 1 shows the distribution of QRs and
QNRs of Su when u is a QNR 3 in F7; Table 3 shows
the distribution of QRs and QNRs of Su when u is a
QR 4 in F7. The reason why we consider the cases of
u = 3 and 4 for p = 7 is that
4 = (−1)× 3, (15)
in other words 4 is the additive inverse of 3 in F7.
Table 3: s4(x) = x2 + 4 over F7
x x2 s4(x) QR/QNR of s4(x)
0 0 4 ©
1 1 5 ×
2 4 1 ©
3 2 6 ×
4 2 6 ×
5 4 1 ©
6 1 5 ×
Notations : ©· · ·QR, × · · ·QNR.
When 4 | (p−1), −1 is a QNR in Fp [10], from Eq.(15)
it follows that 3 is a QNR if and only if 4 is a QR.
Generally speaking, in the case of 4 | (p − 1), if uq is
a QR in Fp, then −uq is a QNR in Fp.
As shown in Table 1 and Table 3, s3(±1) and s4(±2)
are QRs. Moving the term +3 to the other side of
Eq.(16a) as shown in Eq.(16c), we obtain Eq.(16b).
s3(±1) = 1 + 3 = 4, where 4 is a QR, (16a)
s4(±2) = 4 + 4 = 1, where 1 is a QR, (16b)
1 = 4− 3 = 4 + 4 = 1, where − 3 = 4 in F7. (16c)
Generally speaking, for any QR q1 ∈ Fp, we have
su(±√q1) = q1 + u = q2, where q2 is a QR, (17a)
Moving +u to the other side of Eq.(17a), we obtain
s−u(±√q2) = q2 + (−u) = q1, where q1 is a QR.
(17b)
In the case of 4 | (p−1), u is a QR if and only if −u is a
QNR, therefore, two QRs su(±√q1) in Su correspond
to two QRs s−u(±√q2) in S−u, in other words, it is a
two-to-two mapping between Su and S−u.
The only exception is the case that su(x) or s−u(x) is
0. As shown in Table 1, s3(±2) is equal to 0, it follows
that two QRs s3(±2) correspond to one QR s4(0):
s3(±2) = 4 + 3 = 0, where 0 is a QR, (18a)
s4(0) = 0− 3 = 4, where 4 is a QR, (18b)
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where we can obtain Eq.(18b) by moving +3 to the
other side of Eq.(18a). Generally speaking, we ﬁnd
that two QRs su(±√q3) correspond to one QR s−u(0):
su(±√q3) = q3 + u = 0, where 0 is a QR, (19a)
s−u(0) = 0− u = q3, where q3 is a QR. (19b)
In other words, this is a two-to-one mapping between
Su and S−u. This two-to-one mapping is basically
caused by the following: a non-zero QR has two square
roots, however, the zero element only has one square
root, i.e. the zero element itself. Therefore, either Su
or S−u that contains the zero element has one more QR
than the other. In the case of 4 | (p− 1), Su contains
the zero element if and only if u is a QNR. Conse-
quently, we obtain the following relation between NQ
and NQ:
NQ = NQ + 1. (20)
From Eq.(14) and (20), we have
NQ =
(p− 1)
2
, NQ =
(p + 1)
2
. (21)
3.2 In the case of 4 | (p− 1)
For p = 13, Table 4 shows the distribution of QRs and
QNRs of Su when u is a QNR 11 in F13; Table 5 shows
the distribution of QRs and QNRs of Su when u is a
QR 10 in F13. The reason why we consider the cases
of u = 11 and 10 for p = 7 is that
10 = (−5)× 11, (22)
where 5 is a QNR in F13.
As shown in Table 4 and Table 5, s11(±2) and
s10(±6) are QNRs. Moving +11 to the other side of
Eq.(23a) as shown in Eq.(23c), and then multiplying
by 5 as shown in Eq.(23d), we can obtain Eq.(23b).
s11(±2) = 4 + 11 = 2, where 2 is a QNR, (23a)
s10(±6) = 10 + 10 = 7, where 7 is a QNR,(23b)
4 = 2− 11, (23c)
↓
4× 5 = 10 + (−5)× 11 (23d)
= 10 + 10=7, where − 5× 11=10.(23e)
Generally speaking, for any QR q1 ∈ Fp, we have
su(±√q1) = q1 + u = q2, where q2 is a QNR. (24a)
Moving +u to the other side of the above equation, and
then multiplying a QNR q ∈ Fp, we can obtain
s−q¯u(±
√
q¯q¯2) = q¯q¯2 + (−q¯u) = q¯q1, (24b)
Table 4: s11(x) = x2 + 11 over F13
x x2 s11(x) QR/QNR of s11(x)
0 0 11 ×
1 1 12 ©
2 4 2 ×
3 9 7 ×
4 3 1 ©
5 12 10 ©
6 10 8 ×
7 10 8 ×
8 12 10 ©
9 3 1 ©
10 9 7 ×
11 4 2 ×
12 1 12 ©
Notations : ©· · ·QR, × · · ·QNR.
where q¯q1 is a QNR. Therefore, two QNRs su(±√q1)
in Su correspond to two QNRs s−q¯u(±√q¯q¯2) in S−q¯u,
in other words, it is a two-to-two mapping between Su
and S−q¯u. Note that q¯q¯2 is a QR, q¯q1 is a QNR, and
in the case of 4 | (p− 1), u is a QR if and only if −q¯u
is a QNR. As shown in Table 4 and Table 5, the only
exception is
s11(0) = 0 + 11 = 11, where 11 is a QNR,(25a)
s10(±4) = 16 + 10 = 0, where 0 is a QR. (25b)
Generally speaking, the only exception is that a QNR
su(0) corresponds to two QRs s−q¯u(±√q¯q¯3):
su(0) = 0 + u = q¯3, (26a)
s−q¯u(±
√
q¯q¯3) = q¯q¯3 − q¯u = 0, (26b)
where q¯3 is a QNR, 0 is a QR, and q¯q¯3 is a QR. In
other words, this is a two-to-one mapping between Su
and S−q¯u. It follows that either Su or S−q¯u, containing
the zero element, has one more QR than the other. In
order to satisfy Eq.(26b), −q¯u must be a QR, i.e. u
must be a QNR. In the case of 4 | (p− 1), Su contains
the zero element if and only if u is a QR, which implies
0 ∈ S−q¯u. In the case of 4 | (p− 1), we thus have
NQ = NQ + 1. (27)
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Table 5: s10(x) = x2 + 10 over F13
x x2 s10(x) QR/QNR of s10(x)
0 0 10 ©
1 1 11 ×
2 4 1 ©
3 9 6 ×
4 3 0 ©
5 12 9 ©
6 10 7 ×
7 10 7 ×
8 12 9 ©
9 3 0 ©
10 9 6 ×
11 4 1 ©
12 1 11 ×
Notations : ©· · ·QR, × · · ·QNR.
From Eq.(14) and (27), we can obtain
NQ =
(p + 1)
2
, NQ =
(p− 1)
2
. (28)
From what described above, we know Nu = (p + 1)/2
when Su contains 0, in other words, when −u is a QR
in Fp. In the next section, we will use this result.
4 Classification of the irre-
ducible cubic polynomials
over a prime field
In this section, under the condition of 3 | (p − 1) or
3 | (p−1), we ﬁrst give a classiﬁcation of the irreducible
cubic polynomials over Fp in the form of x3 + ax + b,
b ∈ Fp, where a is a certain ﬁxed element in Fp, and
then we show the number of those irreducible cubic
polynomials.
First, we consider a classiﬁcation based on the trace.
Let I be the set of the irreducible cubic polynomials
over Fp, and let Ii be the set of the irreducible cubic
polynomials whose trace is equal to i, of course, i ∈ Fp:
I = {h(x) | h(x) | (xp3 − x)/(xp − x)}, (29a)
Ii = {h(x) | h(x) | Tr(x)− i, h(x) ∈ I}, (29b)
0 ≤ i ≤ p− 1,
and then I and Ii give a classiﬁcation as shown in Fig.1,
where (xp
3 − x)/(xp − x) is the product of all the ir-
reducible cubic polynomials over Fp and the following
equation holds with the trace function Eq.(6)[9]:
xp
3 − x =
p−1∏
i=0
(Tr(x) − i) . (30)
Ii = {h(x) | h(x) |Tr(x)− i, h(x) ∈ I},
I0
I1
Ip−1
...
0 ≤ i ≤ p− 1.
I = {h(x) | h(x) |(xp3 − x)/(xp − x)}
⎫⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎬
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎭
I2
Figure 1: Classiﬁcation of the irreducible cubic poly-
nomials using the trace of ﬁnite ﬁeld element
Let |Ii| denote the number of the irreducible polyno-
mials in Ii, and then we have [9];
|I0| = |I1| = |I2| = · · · = |Ip−1|. (31)
From the deﬁnition of the trace, we have
Tr(x + i) = Tr(x) + 3i, i ∈ Fp, (32)
where the set {3i|i ∈ Fp} is equal to the set {i|i ∈ Fp}.
In I0, the irreducible cubic polynomials have the form
of x3 + a0x + b0, from which all the irreducible cubic
polynomials over Fp can thus be generated by using
the following variable transformations:
x = x + i, i ∈ Fp. (33)
Therefore, in what follows, we only consider the classi-
ﬁcation of I0 in the cases of 3 | (p− 1) and 3 | (p− 1).
4.1 In the case of 3 | (p− 1)
In the case of 3 | (p − 1), we classify the irreducible
cubic polynomials in I0 based on whether or not the
coeﬃcient of x is a QR. First, the following sets of the
irreducible cubic polynomials are considered:
I0Q = {h(x) | h(x) ∈ I0, h′(0) is a non zero QR},
(34a)
I0Q¯ = {h(x) | h(x) ∈ I0, h′(0) is a QNR}, (34b)
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where h′(x) is the derivative of h(x), it follows that
h′(0) is equal to the coeﬃcient of x in h(x). In this
case, there does not exist any irreducible binomials over
Fp[9]. Eqs.(34) thus give a classiﬁcation, as shown in
Fig.2, and we have the following property:
Proposition 1
|I0| = |I0Q|+ |I0Q¯| =
p2 − 1
3
, (35a)
|I0Q| = |I0Q¯| =
p2 − 1
6
. (35b)
Proof : The proof of Eq.(35a) is given from Eq.(6)
and the fact that an irreducible cubic polynomial has
three conjugates as zeros[9]. Herein, we only need to
show the proof of Eq.(35b). First, we suppose an irre-
ducible polynomial f(x) ∈ I0 in the form of
f(x) = x3 + ax + b, a, b ∈ Fp, a = 0. (36)
Let τ be a zero of an irreducible polynomial in Fig.2,
and τ can be written as a linear combination of two
conjugates ω and ωp:
τ = c1ω + cpωp, c1, cp ∈ Fp, (37)
where ω is a zero of f(x). Since Tr(ω) = 0, we have
Tr(τ)=0. Now, let Mτ (x) be the minimal polynomial
of τ , and then its ﬁrst-degree coeﬃcient M ′τ (0) is given
by
M ′τ (0) = ττ
p + ττp
2
+ τpτp
2
=
(
ω2 + ωωp + ω2p
) (
c1cp − c21 − c2p
)
= a
(
c21 + c
2
p − c1cp
)
. (38)
Therefore, based on Sec.2.1, whether or not the ﬁrst-
degree coeﬃcient of Mτ (x) is a QR depends on whether
or not c21+ c
2
p− c1cp is a QR, where whether or not the
parameter a is a QR in Fp can be checked in advance.
From Eq.(38), |I0Q| is given by the number of τ ’s such
that c21 + c
2
p − c1cp becomes a QR.
Before counting the number of such τ ’s, we should
note that only zero element satisﬁes Tr(x)=0 in Fp[9],
in this case, c1 and cp are both zero. Since τ is a zero
of an irreducible cubic polynomial, when c1 is a certain
element in F ∗p , we can thus develop c
2
1 + c
2
p − c1cp as
c21 + c
2
p − c1cp =
c21
4
{
4 +
(
2cp
c1
)2
−
(
4cp
c1
)}
=
c21
4
{(
2cp
c1
− 1
)2
+ 3
}
=
c21
4
(
c2 + 3
)
, (39)
where c = 2cp/c1 − 1 and c is possible to become an
arbitrary element in Fp for ∀ cp ∈ Fp. Since c21/4 is
a QR, the problem whether or not c21 + c
2
p − c1cp is a
QR can be converted into the problem whether or not
c2+3 is a QR. In order to get the value of |I0|, we thus
consider the number of c’s such that c2 + 3 becomes a
QR. In the case of 3 | (p− 1), c2 + 3 = 0 can not hold
for ∀ c ∈ Fp. Therefore, as described in Sec.3, there
exist (p − 1)/2 c’s in Fp such that c2 + 3 becomes a
QR. In other words, for a certain c1 ∈ F ∗p , there exist
(p− 1)/2 cp’s such that c21 + c2p − c1cp becomes a QR.
On the other hand, when c1 = 0, we have
c21 + c
2
p − c1cp = c2p, (40)
it follows that there exist (p− 1) cp’s in F ∗p such that
c2p becomes a QR, where cp = 0.
In total, for c1 = 0, 1, 2, · · · , p−1, the number of com-
binations of c1 and cp such that c21+ c
2
p− c1cp becomes
a QR is given by
(p− 1)× p− 1
2
+ (p− 1) = p
2 − 1
2
. (41)
From Eq.(35a) and (41), we can obtain Eq.(35b).
I0Q
I0Q¯
⎫⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎬
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎭
I0
Figure 2: Classiﬁcation of irreducible cubic polynomi-
als in I0 based on whether or not the ﬁrst-degree coef-
ﬁcient is a QR
Next, we consider a more detailed classiﬁcation in
I0Q and I0Q¯. For a certain non-zero QR aq and QNR
aq¯ in Fp, all non-zero QRs and QNRs are given by
Eq.(42a) and Eq.(42b), respectively.
aq, 22aq, 32aq, · · · ,
(
p− 1
2
)2
aq, (42a)
aq¯, 22aq¯, 32aq¯, · · · ,
(
p− 1
2
)2
aq¯. (42b)
Considering the following sets:
I0Q(aq) = {h(x) | h(x) ∈ I0, h′(0) = aq},(43a)
I0Q¯(aq¯) = {h(x) | h(x) ∈ I0, h′(0) = aq¯},(43b)
(aq = 0)
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where I0Q(aq) and I0Q¯(aq¯) consist of the irreducible cu-
bic polynomials whose ﬁrst-degree coeﬃcients are the
QR aq and the QNR aq¯, respectively, and then Eqs.(43)
give a classiﬁcation as shown in Fig.3 and we have the
following property:
I0Q(aq)
I0Q
(
( p−1
2
)2aq
)
⎫⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎬
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎭
I0Q
I0Q(2
2aq)
...
I0Q¯(aq¯)
I0Q¯
(
( p−1
2
)2aq¯
)
⎫⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎬
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎭
I0Q¯
I0Q¯(2
2aq¯)
...
I0Q(3
2aq) I0Q¯(3
2aq¯)
Figure 3: A detailed classiﬁcation in I0 when 3 | (p−1)
Proposition 2
|I0Q(j2aq)| = |I0Q¯(j2aq¯)| =
p + 1
3
, (44)
where 1 ≤ j ≤ p− 1
2
,
Proof : Let us consider an irreducible polynomial
I(x) ∈ I0Q(aq) in the form of
I(x) = x3 + aqx + b, b ∈ Fp. (45)
Applying the following variable transformation:
x = j−1x, j ∈ F ∗p (46)
and then multiplying the above I(x) by j3, we can ob-
tain the following irreducible cubic monic polynomial:
I ′(x) = x3 + aqj2x + bj3. (47)
In addition, the transformation Eq.(46) and its inverse
transformation holds a one-to-one mapping between
I(x) and I ′(x). Therefore, |I0Q(aq)| that is the num-
ber of the irreducible polynomials in I0Q(aq) is equal
to |I0Q(j2aq)|. In the same way, we can also know
|I0Q¯(aq¯)| = |I0Q¯(j2aq¯)|. From Eqs.(35), we thus have
|I0Q(j2aq)| = |I0Q¯(j2aq¯)| =
p2 − 1
6
÷ p− 1
2
,
=
p + 1
3
(48)
From this classiﬁcation, we can know that the trans-
formations Eq.(46) can determine all the irreducible
cubic polynomials in I0Q(j2aq) if we can prepare an
irreducible cubic polynomial in I0Q(aq). In the same
way, all the irreducible cubic polynomials in I0Q¯(j2aq¯)
can be generated by an irreducible cubic polynomial in
I0Q¯(aq¯).
Consequently, in the case of 3 | (p − 1), all the ir-
reducible cubic polynomials over Fp can be generated
by the transformations Eq.(33) and Eq.(46) if all the
irreducible polynomials in I0Q(aq) and I0Q¯(aq¯) are pre-
pared.
4.2 In the case of 3 | (p− 1)
In this case, there exist irreducible binomials x3 + b,
b ∈ Fp[9], same as the classiﬁcation Eqs.(43), we can
thus consider the following classiﬁcations:
I0Q(0) = {h(x) | h(x) ∈ I0Q, h′(0) = 0}, (49a)
I0Q(aq) = {h(x) | h(x) ∈ I0Q, h′(0) = aq},(49b)
I0Q¯(aq¯) = {h(x) | h(x) ∈ I0Q¯, h′(0) = aq¯},(49c)
where aq = 0. Eqs.(49) give a classiﬁcation as shown
in Fig.4, that is a detailed classiﬁcation in I0, and we
I0Q(aq)
I0Q
(
( p−1
2
)2aq
)
⎫⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎬
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎭
I0Q
I0Q(2
2aq)
...
I0Q¯(aq¯)
I0Q¯
(
( p−1
2
)2aq¯
)
⎫⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎬
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎭
I0Q¯
I0Q¯(2
2aq¯)
...
I0Q(0)
I0Q(3
2aq) I0Q¯(3
2aq¯)
Figure 4: A detailed classiﬁcation in I0 when 3 | (p−1)
have the following property:
Proposition 3
|I0Q(0)| = 2(p− 1)3 , (50a)
|I0Q(j2aq)| = |I0Q¯(j2aq¯)| =
p− 1
3
, (50b)
where 1 ≤ j ≤ p− 1
2
.
|I0Q|, |I0Q¯|, and |I0Q(0)| satisfy
|I0| = |I0Q|+ |I0Q¯| =
p2 − 1
3
, (51a)
|I0Q¯| = |I0Q| − |I0Q(0)| =
(p− 1)2
6
. (51b)
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Proof : Eq.(50a) can be proven by the fact that
there exist 2(p − 1)/3 cubic non residues as shown in
Eqs.(54). Same as the proof of Eq.(44), we can prove
Eq.(50b) by using Eq.(53b). Eq.(51a) can be deduced
from Eq.(6)[9]. We thus only need to show the proof
of Eq.(51b).
In the case of 3 | (p−1), Eq.(39) still holds, however,
there exists c ∈ Fp such that c2 + 3 = 0. In further
detail, there exist (p+1)/2 c’s in Fp such that c2+3 be-
comes a QR, as shown in Sec.3. In addition, there exist
(p−1) cp’s in F ∗p such that the right side of Eq.(40), i.e.
c2p, becomes a QR. Therefore, for c1 = 0, 1, 2, · · · , p−1,
the number of combinations of c1 and cp such that
cp1 + c
p
p − c1cp becomes a QR is given by
(p− 1)× p + 1
2
+ (p− 1) = p
2 + 2p− 3
2
. (52)
Since there exist 2(p − 1)/3 irreducible binomials over
Fp, we thus have
|I0Q| − |I0Q(0)| = p
2 + 2p− 3
6
− 2(p− 1)
3
=
(p− 1)2
6
, (53a)
|I0Q¯| = |I0| − |I0Q| =
p2 − 1
3
− p
2 + 2p− 3
6
=
(p− 1)2
6
. (53b)
In the same way, I0Q(0) can be further classiﬁed.
x3+b, b ∈ Fp, is an irreducible if and only if b is a cubic
non residue in Fp[9]. Supposing a primitive element
g ∈ Fp, we can classify cubic non residues into
T¯1 =
{
x | x = g3k+1, 0 ≤ k ≤ p− 4
3
}
, (54a)
T¯2 =
{
x | x = g3k+2, 0 ≤ k ≤ p− 4
3
}
. (54b)
It follows that all the irreducible binomials can be di-
vided into two sets: one consists of the irreducible bi-
nomials whose constant term belongs to T¯1 and the
other consists of the irreducible binomials whose con-
stant term belongs to T¯2. Denoting the two sets by
I0Q(0)T¯1 and I0Q(0)T¯2 , respectively, as shown in Fig.5,
we can classify I0Q(0) by the following:
I0Q(0)T¯1 = {h(x) | h(x) ∈ I0Q(0), h(0) ∈ T¯1},(55a)
I0Q¯(0)T¯2 = {h(x) | h(x) ∈ I0Q(0), h(0) ∈ T¯2}.(55b)
I0Q(0)T¯1
I0Q(0)T¯2
⎫⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎬
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎭
I0Q(0)
Figure 5: A detailed classiﬁcation in I0Q(0) with the
cubic residue property when 3 | (p− 1)
In addition, we consider the two cubic non residues
bT¯1 ∈ T¯1 and bT¯2 ∈ T¯2, then same as Eqs.(42), we can
represent all cubic non residues as
g3kbT¯1 , g
3kbT¯2 , 0 ≤ k ≤
p− 4
3
. (56)
Referring to Fig.3, we can thus classify I0Q(0) as
shown in Fig.6. If we prepare the irreducible binomials
...
x3 + g3bT¯1
I0Q(0)T¯1
⎫⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎬
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎭x3 + gp−4bT¯1
x3 + bT¯1
...
x3 + g3bT¯2
I0Q(0)T¯2
⎫⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎬
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎭x3 + gp−4bT¯2
x3 + bT¯2
x3 + g6bT¯1 x
3 + g6bT¯2
Figure 6: A detailed classiﬁcation in I0Q(0) when 3 |
(p− 1)
x3 + bT¯1 and x
3 + bT¯2 , then we can determine all the
irreducible binomials in I0Q(0)T¯1 and I0Q(0)T¯2 by using
the following variable transformations:
x = g−3kx, 0 ≤ k ≤ p− 4
3
. (57)
As shown in Fig.6, the following relation holds:
|I0Q(0)T¯1 | = |I0Q(0)T¯2 |. (58)
Consequently, in the case of 3 | (p − 1), we can deter-
mine all the irreducible cubic polynomials over Fp by
using variable transformations Eq.(33), Eq.(46), and
Eq.(57) if we prepare x3 + bT¯1 , x
3 + bT¯2 , I0Q(aq) and
I0Q¯(aq¯).
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5 Conclusion
In this paper, we ﬁrst gave a classiﬁcation of the ir-
reducible cubic polynomials over Fp in the form of
x3 + ax + b. According to this classiﬁcation, we can
know the minimal set of the irreducible cubic polyno-
mials, as shown in Table 6, from which all the irre-
ducible cubic polynomials can be generated by using
the following isomorphic variable transformations:
x = x + i, x = j−1x, i ∈ Fp, j ∈ F ∗p . (59)
Then we showed the number of the irreducible cubic
polynomials over Fp in the form of x3 + ax + b, where
b ∈ Fp and a is a certain ﬁxed element in Fp. To speak
more detailedly, in the case of 3 | (p−1), this number is
equal to (p+1)/3; in the case of 3 |(p−1), this number
is equal to 2(p − 1)/3 for a = 0, or equal to (p − 1)/3
for a = 0.
Table 6: Required irreducible cubic polynomials
3 | (p− 1) I0Q(aq), I0Q¯(aq¯)
3 | (p− 1) I0Q(aq), I0Q¯(aq¯), x3 + bT¯1 , x3 + bT¯2
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